Paper Cade: BCADSC 5.3 Paper title: Network Security Teaching Hours — 5 hrs/week

Total Teaching Hours: 60 Hrs. Marks: Th-80+1A-20 Credits:4

UNIT |

Introduction - Cyber Attacks, Defence Strategies and Techniques, Guiding Principles, Mathematical Background for
Cryptography - Modulo Arithmetic’s, The Greatest Comma Divisor, Useful Algebraic Structures, Chinese Remainder
Theorem, Basics of Cryptography - Preliminaries, Elementary Substitution Ciphers, Elementary Transport Ciphers, Other
Cipher Properties, Secret Key Cryptography — Product Ciphers, DES Construction. 12 Hrs

UNIT 1l

Public Key Cryptography and RSA — RSA Operations, Why Does RSA Work?, Performance, Applications, Practical Issues,
Public Key Cryptography Standard (PKCS), Cryptographic Hash - Introduction, Properties, Construction, Applications
and Performance, The Birthday Attack, Discrete Logarithm and its Applications - Introduction, Diffie-Hellman Key

Exchange, Other Applications. 12 Hrs
UNIT 1l

Key Management - Introduction, Digital Certificates, Public Key Infrastructure, Identity—based Encryption,
Authentication—| - One way Authentication, Mutual Authentication, Dictionary Attacks, Authentication — 1l — Centalised

Authentication, The Needham-Schroeder Protocol, Kerberos, Biometrics, IP Sec Security at the Network Layer — Security
at Different layers: Pros and Cons, IPSec in Action, Internet Key Exchange (IKE) Protocol, Security Policy and IPSEC,
Virtual Private Networks, Security at the Transport Layer - Introduction, SSL Handshake Protocol, SSL Record Layer
Protocol, OpenSSL. 12 Hrs

UNIT IV

IEEE 802.11 Wireless LAN Security - Background, Authentication, Confidentiality and Integrity, Viruses, Worms, and
Other Malware, Firewalls — Basics, Practical Issues, Intrusion Prevention and Detection - Introduction, Prevention Versus
Detection, Types of Instruction Detection Systems, DDo$ Attacks Prevention/Detection. 12 Hrs

UNIT V

IT act aim and objectives, Scope of the act, Major Concepts, Important provisions, Attribution, acknowledgement, and
dispatch of electronic records, Secure electronic records and secure digital signatures, Regulation of certifying authorities:
Appointment of Controller and Other officers, Digital Signature certificates, Duties of Subscribers, Penalties and
adjudication, 12 Hrs
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